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Most Common Threats

m Most common threats:
Malicious code
Hacking and cyber vandalism
Credit card fraud/theft
Spoofing
Denial of service attacks
Sniffing
Insider jobs
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Malicious Code

m Includes a variety of threats such as viruses, worms,
Trojan horses, and “bad applets”

m A virus is a computer program that has the ability to
Fleplicate or make copies of itself, and spread to other
iles

m A worm is a program that runs independently and
consumes resources of the host computer from within
and can propagate a complete working version of itself
to another system

m Trojan horse takes the appearance of a friendly
application, but performs some unwanted task in the
background

m A logic bomb sits dormant until it is awakened by a
particular event




Malicious Code

NAME  TYPE DESCRIPTION

Melissa  Macro virusiworm Fi
fasi

CodeRed  worm

Chermobyl  File infecting virus

Kiez E-mail worm

Bugbear Trojan horsehworm
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Hacking and Cyber Vandalism

m Hacker is an individual who intends to gain
unauthorised access to a computer
system

m Cracker is the term typically used within
the hacking community to demote a
hacker with criminal intent

m Cyber Vandalism is intentionally

disrupting, defacing, or even destroying a
site
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Credit Card Fraud

m Fear that credit card information will be
stolen deters online purchases

m Hackers target credit card files and other
customer information files on merchant
servers; use stolen data to establish credit
under false identity

m One solution: New identity verification
mechanisms
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New identity verification
mechanisms

m Address verification service (AVS) is an
important fraud-prevention mechanism that
verifies customer addresses within the United
States. This ensures the identification of the
cardholder and guarantees that you ship
merchandise to a legitimate customer

m Address Verification Service: To Catch a Thief
(http://www.inc.com/articles/2000/06/19976.html)
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New identity verification
mechanisms

m Card validation code 2 (CVC2) and card verification
value 2 (CVV2) are important fraud-prevention
mechanisms initiated by MasterCard and Visa to protect
merchants

m MasterCard's CVC2 and Visa's CVV2 codes help
merchants distinguish legitimate customers from those
who try to commit fraud

m These codes are the three digits on the back of a
MasterCard or Visa card that follow the cardholder's
credit card number - they protect Internet merchants by
helping to identify a cardholder in a non-face-to-face
transaction

m An added layer of security for CNP transactions
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Spoofing

m Spoofing: Misrepresenting oneself by
using fake e-mail addresses or
masquerading as someone else

m Can involve redirecting a web link to an
address different from the intended one
with the site masquerading as the
intended one




Spoofing
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DoS and dDoS Attacks

m Denial of service (DoS) attack: Hackers flood Web site
with useless traffic to inundate and overwhelm network

m Distributed denial of service (dDoS) attack: hackers use
numerous computers to attack target network from
numerous launch points

m Do a Google search for Distributed Denial of Service
attacks and you will be amazed at the number of results

ISPs raise the stakes on DDoS attacks
(http://news.zdnet.co.uk/internet/security/0,39020375,39
175485,00.htm)
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Sniffing

m Sniffing: type of eavesdropping program
that monitors information travelling over a
network; enables hackers to steal
proprietary information from anywhere on
a network

O
Insider Jobs

m Insider jobs: single largest financial threat

m [T systems administrators increasingly are seen as the
most potentially dangerous insider threat

m Psychological profile
Likely to be seen in an insider threat:
Introvert; lives online

History of significant frustrations relating to family, peers, co-
workers

Divorce or romantic discord

Propensity for anger toward authority
Grandiosity covers fragile ego

Extreme attachment to IT infrastructure

Source: George Washington University Political Psychology Program
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Technology Solutions

m Protecting Internet communications
(encryption)

m Securing channels of communication

m Protecting networks (firewalls)

m Protecting servers and clients
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Tools Available to Achieve Site
Security
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Internet Fraud Complaints (US)

Identity Theft 1.0%

Confidence Fraud 1.1%
Business Fraud 1.3%
Investment Fraud 1.5%

Credit/Debit Card Fraud

Check Fraud 0.5%
Nigerian Letter Fraud 0.4%
Communications Fraud 0.1%

11.6%
Auction Fraud
Non-Delivery 46.1%
31.3%
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Dimensions of E-Commerce
Security

m Confidentiality: ability to ensure that messages and data are
available only to those authorised to view them

= Integrity: ability to ensure that information being displayed on a
Web site or transmitted/received over the Internet has not been
altered in any way by an unauthorised party

= Availability: ability to ensure that an e-commerce site continues to
function as intended

L] Non-repudlatlon ab|||tP/ to ensure that e-commerce participants do
not deny (repudiate) online actions

= Authenticity: ability to |dentlf¥ the identity of a person or entity with
whom you are dealing on the Intemet

m Privacy: ability to control use of information a customer provides
about himself or herself to merchant
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The Tension between Security and
Other Values

m Security vs. ease of use: the more security
measures that are added, the more
difficult a site is to use, and the slower the
process becomes

m Security vs. desire of individuals to act
anonymously




